Optum Security services

Secure, mitigate risk, manage
threats, build resiliency

Deploy an information security ecosystem

with industry standard checks and balances ‘

Optum offers clients the ability to leverage one of the industry’s most

comprehensive security solutions designed exclusively for health care. Benefits of Optum
Our solution protects all data (including PHI and PII) from internal Security Services:

and external threats while maintaining compliance requirements.

Our security services encompass the following offerings. * Assessyour current

security posture and
« Security assessment: HITRUST-based assessment for cyber empower your security

readiness and posture and cloud transformation

- Threat and vulnerability management: Identify, assess, classify and Jfoltlakey

report on enterprise vulnerabilities + Leverage aresilient

cyber infrastructure that
protects your physical and
digital environments

- Incidentintelligence and response: Continuous monitoring,
management, identification and remediation of IT security incidents

- Identity and access management: End-to-end user lifecycle
management to quickly and securely enable access to digital
resources on premise or in a hybrid cloud environment

+ Quickly and securely
enable access to digital
resources on premises
orin a hybrid cloud

78%

of IT leaders view threat and
vulnerability management
as a top priority

Optumin-depthinterviews.



Use case: Bassett Healthcare Network

Bassett’s goal is to secure its ecosystem. To achieve that, the health
care organization has tapped into the demonstrated success of
Optumiin IT security solutions.

“Cyberattacks may come in the form of ransomware, security concerns,
insider threats or compromises to protected health information (PHI). All
have severe financial, privacy, business process, and even patient safety
ramifications for hospitals and health care systems. The Optum HITRUST-
based assessment helped us identify gaps and take proactive measures.”

“Our patients trust us to protect their data. We trust Optum to help us
deliver on that promise. The ability to quickly detect, analyze and respond
to threats is critical. We utilize the Optum threat suite of services to
monitor threats and proactively minimize potential business disruption.”

Paul Uhrig, Bassett’s Chief Legal and Digital Innovation Officer

Services used: Security assessment, threat and vulnerability management,
incident intelligence and response, identity and access management

To digitally transform health care, Optum
IT Performance as a Service (ITPaaS)
helps organizations:

+ Power cloud transformation

« Improve their security posture

+ Accelerate application development and technology modernization
+ Optimize and manage infrastructure and core systems

The “as a Service” consumption model delivers health care-specialized,
scalable services in four areas: cloud, security, application development
and applications management.

As a health care leader, we drive innovation and our own business

by ongoing, substantial investments in technology and continued
optimization of critical processes. Our ITPaaS offering extends these
same capabilities to you.
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75%

of organizations believe their
infrastructure complexity has
increased cyber risks?

39%

of providers are fully satisfied
with their security capabilities®

$6.5M

estimated cost of data breaches
for health care organizations —
the highest of any industry?

1. Optumin-depthinterviews.

2. IDC FutureScape: Worldwide IT Industry
2022 Predictions.

Learn how Optum IT Performance
Services can deliver better value and
outcomes through close alignment
to your business objectives at
optum.com/itperformance

Contact us:

Scott Gaydos
Vice President of Product Management
scott.gaydos@optum.com

Donna Glassey
Vice President of Business Development
donna.glassley@optum.com
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